DTS Solution — Differentiating through Service Excellence

i

o DTS SOLTON

Building a SCADA Cyber Security Operations Center - PCN
www.dts-solution.com

Shah H Sheikh — Sr. Security Solutions Consultant
MEng CISSP CISA CISM CRISC CCSK
shah@dts-solution.com



http://www.dts-solution.com/
http://www.dts-solution.com/
http://www.dts-solution.com/
mailto:shah@dts-solution.com
mailto:shah@dts-solution.com
mailto:shah@dts-solution.com

Security Operations Center

Agenda — Building a Security Operations Center

* Information Security in Depth — put into practice
* Understand overall security architecture

* |dentify ingress points of attack vectors

* Physical and Logical Security

* Build a SOC around the above

... and more importantly build it around;

People, Process and Technology
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Cyber Security - Defense In Depth
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Why is Cyber Security important?

* Cost Savings
— Reduced down time and maintenance costs
— Improved productivity

— Enhanced business continuity

 Simplified Regulatory and Standards Compliance
— FERC/ NERCCIP
— ANSI/ISA-99
— 1EC 62443
— NIST 800-82

 Enhanced Security and Safety
— Improved safety for the plant, employees and community
— Improved defense against malicious attacks
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astructure Operations — The Emerging Threat

Consequences of

- Physical Impact
- Economic Impact
- Social Impact

Consequences of

- Economic Impact
- Social Impact

TION
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ICS Security - Defense-in-Depth
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Pathways into the Plant Floor
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http://www1.jp.dell.com/content/products/compare.aspx?c=jp&id=latit_d&l=jp&s=soho
http://www.selinc.com/sel-487b.htm

Automation Systems Security Really Unique?

Not life threatening

Availability important
Transactional orientation

IBM, SAP, Oracle, .....

People ~= Devices

PCs and Servers

Web services model is dominant

MS Windows is dominant OS

Many commercial software products installed on each PC

Protocol is primarily HTTP/HTTPS over TCP/IP -- widely known

Office environment, plus mobile

Cross-industry IT jargon

Cross-industry regulations (mostly)
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Safety first

Non-interruption is critical

Real-time focus

ABB, Emerson, GE, Honeywell, Siemen:s...
Few people; Many, many devices
Sensors, Controllers, Servers

Polled automation control model

Vendor-embedded operating systems

Purpose-specific devices and application

Many industrial protocols, some over TCP/IP — vendor and sector-

specific
Harsh operating plant environments

Industry sector-specific jargon

Industry-specific regulations



Just this is sufficient v

PLC RTU EMS DNP3
ModBus OPC DCS
IEC 60870-5-104
ICCP TASE-2
HMI/MMI

Fieldbus

IED

RPC
Ethernet
SMB TCP/IP
Windows ASCII

Solaris RS-232

Linux Telnet SQL

TFTP NFS NetBIOS
802.11b WEP SSID HTTP

This helps, and it's all
on the Internet
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Current Challenges

» Onslaught of security data from disparate
systems, platforms and applications

- Numerous point solutions (antivirus, firewalls,
IDS/IPS, ERP, access control, IdM, SSO, etc.)

- Millions of messages daily

» Attacks becoming more frequent and
sophisticated

» Regulatory compliance issues place
increasing burden on systems and network
administrators
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Current Challenges

» Most organizations inadequately prepared to
deal with intrusions and security incidents
Address issue only after a serious breach occurs

» When incident occurs, decisions made in
haste, which reduces ability to:

Understand extent and source of incident
Protect sensitive data contained on systems

Protect systems/networks and their ability to continue operating as
intended and recover systems

Collect information to understand what happened. Without such
information, you may inadvertently take actions that can further
damage your systems

Support legal investigations and forensics
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The current SOC landscape...

» In recent years, the complexity of managing a
SOC has increased exponentially

» Security operations is not just about
perimeter threats anymore

Array of hundreds of event sources - firewalls, IPS,
IDS, proxy information, applications, identity
management, database, router, switch, merchant/PCI,
physical security devices and more
» SOC’s are aggregation points of tens of
millions of daily events that must be

monitored, logged, analyzed and correlated
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L Outsourced or In-house ?1?

Outsourced SOC

Advantages Disadvantages

Avoid capital expenses — it's Contractors will never know
their hardware & software your environment like
Often cheaper than in- internal employees

house . . Sending jobs outside
Less potential for collusion organization can lower

between monitoring team morale
and attacker

Good security people are No long-term gain for the
difficult to find company

Unbiased Y VS ooe

SLA Risk of external data
mishandling

Advantages Disadvantages
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Why build a SOC?

» Desighed to be nucleus of all your information
and Internet security operations

» Provides:
Continuous prevention
Protection
Detection

Response capabilities against threats, remotely
exploitable vulnerabilities and real-time incidents on
your networks

» Works with CIRT to create comprehensive
infrastructure for managing security ops
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Key Objectives for SOC ... (1)

Manages and Coordinates the response to Cyber Threats and
Incidents

Monitors the Cyber Security posture and reports deficiencies
Coordinates with regulatory bodies

Performs Threat and Vulnerability Analysis

Performs Analysis of Cyber Security Events

Maintains an Internal Database of Cyber Security Incidents
Provide Alerts and Notifications to General and Specific Threats
Provide regular reporting to Management and Cyber Incident
Responders
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Key Objectives for SOC ... (2)

Reduce the response time of security incident from initial
findings, to reporting to containment

Recovery Time Objective (RTO) in case of security incident
materializing

Proactive Security Monitoring based on predefined security
metrics / KPI

Raise Awareness of Information Security across community of
leaders and sub-ordinates

Ability to correlate system, application, network, server, security
logs in a consistent way
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Key Objectives for SOC ... (3)

Ability to automate the requirement to meet compliance —
vulnerability assessment and risk management

Ensure change control function is integrated into the SOC process
Identification for all security attack vectors and classification of
incidents

Define disaster recovery plans for ICE (in-case of emergency).
Build a comprehensive reporting dashboard that is aligned to
security metrics

Build a local in-house SIRT (security incident response team) that
collaborates with national CERT
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Key Objectives for SOC ... (4)

* To build SOC processes that are aligned to existing 1SO27001
security policies

* Build a physical and virtual team of SOC personnel for 24 x 7
monitoring

e Build forensics capabilities to be able to reconstruct series of
events during an incident

* Proactive monitoring of network and security infrastructure
devices
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Components of a SOC

To build the SOC with simple acceptance and execution model
Maximize the use of technology.

To build security intelligence and visibility that was previously
unknown; build effective coordination and response unit and to
introduce automation of security process.

Develop SOC processes that are inline to industry best practices and
accepted standards —1S027001:2013, PCI-DSS3.0

REPORTING SECURITY INCIDENT MANAGEMENT

EXECUTIVE SUMMARY e PRE AND POST INCIDENT ANALYSIS
AUDIT AND ASSESSMENT e FORENSICS ANALYSIS

SECURITY METRIC REPORTING . ROOT CAUSE ANALYSIS
KPI COMPLIANCE o INCIDENT HANDLING

SLA REPORTING . aeCERT INTEGRATION
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k Key Success Factors in a SOC

The Goal — Keep Things Simple ©




SOC — Core Components

Core Components for a SOC 2.0

OSS — Operational Support System

SIEM — Security Information and Event Management

Proactive Monitoring - Network and Security and Server Infrastructure
Alert and Notification — Security Incident Reporting

Events Correlation and Heuristics / Behavioural / Anomaly

PROACTIVE MONITORING ALERT & NOTIFICATION EVENT CORRELATION

Automated Monitoring - SNMP Automated Alert and Notification -
Categorization of Monitored Objects SNMP Trap / IF-MAP ovent “mm:im"mm of S
Automated Monitored Object Reporting il Alerts categorized based on Risk Level oo

Integrated to Business Process Notifications to Business Process Mapped to Business Process
Automated assignment of Risk Level Owner

OSS/SIEM 2.0

DTS SOLUTION
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SOC — Core Components

Core Components for a SOC 2.0

Information and Network Security SS Automation S5

To natively build-in compliance and audit functions

To manage change control process through integrated ITILv3 CM and SD
Configuration Management of Infrastructure Components

COMPLIANCE & AUDIT CHANGE MANAGEMENT CONFIGURATION MANAGEMENT

Compliance templates created Configuration Archival

Device change management process
Compliance enforcement Aut ted approval pr = COnﬁgul:tmzzgemn;apped to

Compliance reporting Linked to compliance template

Compliance violation reporting Change Control Validation Configuration Management Database

Auto-Archival Complete history of archived
Auto-Remediate Change Management History Log configuration

Auto-Validate Configuration Rollback

AUTOMATION
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SOC — Core Components

Core Components for a SOC 2.0

Alignment of Risk Management with Business Needs
Qualified Risk Ranking
Risks are ranked based on business impact (BIA)
Risk framework is built into the SIEM solution;
* incident = risk severity = appropriate remediation and isolation action
SOC is integrated with Vulnerability and Patch Management

INCIDENT RESPONSE BEHAVIOURAL ANALYSIS REPORTING

Network Forensics Network Behavioural Analysis Reporting based on incident
Investigation and Analysis Feedback and Review Process

(-
<
w
=
O
~

HANDLING

Evidence Gathering Prosecution / Disciplinary / Litigation

Escalation Management Business Process Profiling
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SOC — Core Components

Core Components for a SOC 2.0

* |RH —Incident Response Handling
* How effective the SOC is measured by how incidents are managed, handled,
administered, remediated and isolated.
* Continuous cyclic feedback mechanism drives IRH

e Critical functions include Network Forensics and Surveillance Tech..

e Reconstruct the incident .... Evidence gathering ... Effective Investigation

* Escalation Management — know who to communicate during an
incident

INCIDENT RESPONSE BEHAVIOURAL ANALYSIS REPORTING

Network Behavioural Analysis
Detection
Anomaly Detection

Network Forensics
Investigation and Analysis

Reporting based on incident
Feedback and Review Process

INCIDENT

o
z
=
s
< Evidence Gathering Prosecution / Disciplinary / Litigation
T Predictive Analysis

Escalation Management Business Process Profiling
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SOC — Core Components

Proposed Architecture for the SOC

REPORTING AND MANAGEMENT LAYER

Security Management, Systems Management, Network Management, Reporting, KPI, SLA, Benchmark, Compliance Management

DATA COLLABORATION

Policy Management

Asset Repository

Problem Incident Management
Security Incident Reporting
Change Control

Security Automation

SECURITY VULNERABILITY

Common Vulnerability Exploits CVE
Risk Ranking

Configuration Audit

Security Metric Dashboard

EVENT CORRELATION LAYER

Event Correlation Engine
Analysis and Filtering

Event Management
Integration with NMS Systems
Trouble Ticket Integration
Flow Analysis

DATA ACQUISITION LAYER - SECURITY INFORMATION AND EVENT MANAGEMENT (SIEM)
(HTTP, SNMP, SMTP, SYSLOG, API, XML, CUSTOM FILE, LOGFILE

: ‘ @ I I
I . I
IPS WAF FW X
Middleware
SMTP Servers
Www SSL VPN DB Active Directory MAINFRAME
Perimeter and Boundary Points DMZ / Published Services Applications Internal Resources

Network Nodes
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‘ SOC — Core Components

Integration of Core SOC Components

DATA COLLABORATION
«  Policy Manogement
«  Asset Repository
«  Problem Incident Manasgement
*  Security incident Reporting

2 ORI O Service Desk NMS Monitoring

I.I._.I_I_I

EVENT CORRELATION SECURITY VULNERABILITY
AR SIEM 2.0 Compliance and Management

*  Event Correlation Engine ity

o Ansdynis and

et cmcmcn BN - o o g

«  Intogration wimh NMS Systems = 1= 1= | = J= J=

«  Troudle Ticket integration

«  FlowAmslysis — == — = ] ]

Perimater and Boundary Points
Nodes

e

Configuration Audt, Configuration Baseline, Risk Management, Policy Compliance
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SOC Technologies ...

So now the technologies ...

SIEM Solutions

* Event Collector — Syslog, Log Files, Application Log Export

* Flow Collection — NetFlow, J-Flow, S-Flow, IPIX

e Asset Database

* Event and Flow Correlation

* Centralized Management Console for Security Dashboard and Reporting
* Integration with service desk for automated ticket creation

Compliance Management and Policy Conformance
e Configuration Audit

* [SO27001 / PCI-DSS3.0 Policy Compliance

* Risk Management

* Baseline Configuration Violation Monitoring

* Network Topology Mapping and Visualization

* Vulnerability Assessment
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SOC Technologies ...

So now the technology ...

Network and Security Monitoring

* Network Performance Monitor - SNMP

* Network Monitoring

* Link Utilization

* Availability Monitoring

* SLA reporting

* Integration with service desk for automated ticket creation

Security Intelligence

 Network Forensics

* Situation Awareness

» Artifacts and Packet Reconstruction

* Monitor all Internet Activity

* Record metadata for recursive analysis during incident response
* Integration with Incident Response Handling (IRH)
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Vulnerability Network
Assessment i Monitoring




SOC (after) .... Automation

Technology Integration ... the new ... WORKFLOW

NETWORKS
FORENSICS e
AND INCIDENT
RESPONSE
N MS Vulnerability
Assessment

Reporting -
> Security

Dashboard Tickel Generation

Ticket Generation
¥ l
| Vulnerabilities and
Scanncd Data
Complianceand || glENG 2.0 | Ticketing.
Monitoring ° Ticket Genaration - g
l Network Monitoring = SNMP
[ ] [ [ ] - .
Log Management —
"'iﬁ'f.?" Load Switchen IPS Mzlvare ERF
& Configuration Management Fwcttuat Balancer Firewall anvd Routers AntiVirus APPS
Unitx [ v '] [ ]
+ Policy Compliance * . # » 1 L '
Security Incident

SYSLOG, LOG FILES, ALE, NetFlow
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kSOC — Processes .... Look familiar...

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

DATA SECURITY AND MONITORING

Data Asset Classification
Data Collection

Data Normalization

Data at Rest and In Motion
Data Protection

Data Distribution




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

EVENT MANAGEMENT

Event Correlation

Identification

Triage

Roles

Containment

Notification

Ticketing

Recovery

Forensics and Situational Awareness




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss

processes ...

INCIDENT RESPONSE PRACTICE

Security Incident Reporting Structure
Security Incident Monitoring
Security Incident Escalation Procedure

Forensics and Root Cause Analysis
Return to Normal Operations
Post-Incident Planning and Monitoring
Communication Guidelines

SIRT Integration




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

SOC OPERATING GUIDELINES

SOC Workflow

Personnel Shift Description
Shift Reporting

Shift Change

Information Acquisition
SOC Monitoring Suite

SOC Reporting Structure
Organizational Chart




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss

processes ...

ESCALATION MANAGEMENT

Escalation Procedure
Pre-Escalation Tasks
IT Security

Network Operation Center

Security Engineering

SIRT Integration

Law Enforcement

3" Party Service Providers and Vendors




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

DATA RECOVERY PROCEDURES
Disaster Recovery and BCP Procedure

Recovery Time Objective
Recovery Point Objective

Resiliency and High Availability
Facilities Outage Procedure




SOC — Processes

SECURITY INCIDENT PROCEDURES

Email Phishing - Email Security Incident
Virus and Worm Infection

Anti-Virus Management Incident

NetFlow Abnormal Behavior Incident
Network Behaviour Analysis Incident
Distributed Denial of Service Incident
Host Compromise - Web Application Security Incident
Network Compromise

Internet Misuse

Human Resource - Hiring and Termination
Domain Hijack or DNS Cache Poisoning
Suspicious User Activity

Unauthorized User Access (Employee)

S SOLUTION
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SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

VULNERABILITY AND PATCH MANAGEMENT

Vulnerability Research

Patch Management - Microsoft SCOM
Identification

Dissemination

Compliance Monitoring

Network Configuration Baseline
Anti-Virus Signature Management
Microsoft Updates




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss processes ...

TOOLS OPERATING MANUAL FOR SOC PERSONNEL

Operating Procedure for SIEM Solutions — Event Management and Flow
Collector/Processor

Firewall Security Logs

IDS/IPS Security Logs

DMZ Jump Server / SSL VPN logs

Endpoint Security logs (AV, DLP, HIPS)

User Activity / Login Logs

Operating Procedure for Policy and Configuration Compliance
Operating Procedure for Network Monitoring Systems

Operating Procedure for Vulnerability Assessment

S SOLUTION
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L SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss
processes ...

SECURITY ALARMS AND ALERT CLASSIFICATION

* Critical Alarms and Alerts with Action Definition

Non-Critical and Information Alarms
Alarm reporting and SLA to resolve the alarms




SOC — Processes

Creating the SOC Processes
... now that we have discussed technology, lets discuss

processes ...

SECURITY METRIC AND DASHBOARD - EXECUTIVE SUMMARY

Definition of Security Metrics based on Center of Internet
Security standards

Security KPI reporting definition

Security Balanced Scorecard and Executive Reporting

DTS SOLUTION

smart solution for the smart business




....Know your infrastructure....

You can only monitor what you know ©

* Environments

* Location

* Device Types

* System Types

* Security Zones

* Demarcation Points
* Ingress Perimeters
* Data Center

* Extranet

« WAN

® DTS SOLUTION
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Industrial Control Systems Security

Workstation for operators Advanced Workstations
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SCADA Network... What is the problem?

Zone 1 - Corporate
Communications

Zone 2 - SCADA, DCS,
and Process Control LAN

Internet
e <]

< Im 54

Internet
‘ @ )“@——
internet [ S E—ﬁ i
Firewall
Eneening mmr
Work Station Router, or
Internet Firewall
)i @ @
| Firewall % % %
Op Op P SCADA IIO Verara
Cntponw Console Console Console Spoed
Drive
SCADAI/DCS SCADA VO
firewall Server
Loc«al PC
& =
=== Specialty Monitor
Modem or Analyzer
Operations Data
WebINerface HIiSIONAN $3 <o oo nncccnsnccsrn s r e er e s ne e s e s s e e o r e e e et e e e e e T e e e e S e e e Tr T e esesaneesaeseane o
Simulation Network '
Historian Simulator :
Work Station '
Legend . ) ) - K

B scADADCS Protocol Bus
[l 10 Base T Ethernet

W Modbus+ RS485

[ RS232

Sample Logical Network Diagram — Insufficient SCADA Network Segmentatiol
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kCADA Network... Isolation and Zoning

Zone 1 - Corporate Zone 3 - SCADA, DCS,
ications

and Process Control LAN
&a—n&-mm

2 o

888

Sample Logical Network Diagram




SCADA Network... Secured Zones

39

S

Communi

1
ications
Remote User over VPN

Sample Logical Network Diagram



Defense in Depth Strategy

Technical Controls

1. Physical Security
(Fencing, Surveillance, Guards, Gates, Locks)

2. Network Infrastructure
(Switches, Routers, Firewalls, 3™ Party
Connections, and Modems)

3. Manufacturing IT DMZ
(Data Historians, Data Logging, Web Servers)

4. Mission Critical DCS Servers, Workstations,
and Operator Consoles
(Operating System Security, Application
Security)

5. Communications to Field Devices
(Profibus, Modbus, OPC, and other protocols...)

6. Field Devices
(PLCs, RTUs, IEDs, Plant Equip.)

Procedural Controls ‘ . U

Across all Six Layers spans the need for procedural

controls that include:

- Governance, Security Policies, Plans, Procedures, and
System Ownership

- Asset Inventory, System Documentation, Management
of Change, and Test / Development Systems

- Risk Management, Patch Management, Lifecycle
Planning, and Routine Assessments

- Crisis Management, Emergency Planning, Safety, and
Safe Shutdown Procedures, Backup and Recovery

DTS SOLUTION
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‘ .... Service Flows ......

* Knowledge on how service flow across your infrastructure....

Posincel Plow Detalle WNTERNET wc;,wx INTEROC

e e & s s § W b —

"Il

BUILD A SECURITY SERVICES CATALOG




.... Service Flows ......

* Understanding the service flows will allow you to VISUALIZE...
..... HEAT MAP .....

Scenario: Custom: 172.16.0.0/16 Actual Risk: (30% HIGH RISK) FIREMON
Scope: |AlDevices v | I :

- -

Threat Source: [172.16.0.0/16 v |[ Atack | [ save... |

F

4 A A4 A A

Patch 298 vulns to protect 285 hosts.
Patch 352 vulns to protect 308 hosts.
Patch 349 vulns to protect 305 hosts.
Patch 472 vulns to protect 308 hosts.
Patch 58 wulns to protect 27 hosts.
Patch 35 wulns to protect 4 hosts.

|
|

New Device
Merge Device
Reset Map

Vulnerabilities (153)

Description
CVE-2002-0151 | Buffer overfiow in Multiple UNC Provider (MUP) in Microsoft Windows operating systems allows local users to cause a denial of service or possbly gain SYSTEM privileges via a long UNC request. -
(CVE-2002-0366 | Buffer overflow in Remote Access Service (RAS) for Windows NT 4.0, 2000, XP, and Routing and Remote Access Server (RRAS) allows local users to execute arbitrary code by modifying the ras... [~
CVE-2003-0306 | Buffer overflow in EXPLORER.EXE on Windows XP allows attackers to execute arbitrary code as the XP user via a desktop.ini file with a long .ShellClassInfo g
CVE-2003-0528 | Heap-based buffer overfiow in the Object Model (DCOM) interface in the RPCSS Service allows remote attackers to execute arbitrary code via a RPC request with a long fil...
ICVE-2003-0659 | Buffer overflow in a function in User32.dll on Windows NT through Server 2003 allows local users to execute arbitrary code via long (1) LB_DIR messages to ListBox or (2) CB_DIR messages to ComboBox co...
CVE-2003-0715. hased huffer averflow in the. Ohiect Model (DCOM) interface in the RPCSS Service allows remate attackers tn execute arhitrary code via a DCERPC DCOM ohiect achi... |

TION
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Build an Asset Repository

Build an Asset Database and Integrated into SIEM;

Following asset details can be adjusted with Asset Manager:
* Name

Description

Weight

Operating System

Business Owner

Business Owner Contact Information

Technical Owner

* Technical Owner Contact Information

* Location

® DTS SOLUTION
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SECURITY ANALYST
]
£
McAfee Vulnerability Management / Asset Discovery Tool
FoundStone Assessment scanner
performs a SCAN of host(synetwork(s) 4
based on pre-determined schedule.

Host(s) and Network(s) are scanned to
identify any vulnerabilities and exploits
that are applicable to the device in
question. Operating Systems and
Application vulnerabilities detected are
reported back to the MVM7.0 Scanner

A \A

HMI, VxWorks, OPC, PI, Historian, SQL DB

STRM-CONSOLE

‘execute — importMcAfeeReports.sh script r
>

SCADA/ICS/
Security

business

Group into the STRM — using
'secure file transfer protocol.
This process needs to be agreed wih the
respective teams

IMPORT ASSET DB

Using the Asset Manager Toolkit as
described in the ‘readme.pdf file. The

10

ADA/ICS — ASSET REPOSITORY

The system owners update the CSV file based on the

asset list provided with

further information and send it
back to XXX STRM administrators;

il

SYSTEI

M OWNERS of

> b
W

EXPORT ASSET DB

XXX STRM
ADMIN

Using the Asset Manager Toolkit as described in the ‘readme.pdf file. The

APPLICATION OWNERS
the unknown services  of the unknown services




Now that we have the processes, technology and people what next.....

Develop Threat Cases

* Build contextual threat cases per environment;

Extranet

Internet

Intranet

Data Center

Active Directory

Malware / Virus Infection and Propagation
NetFlow Analysis

Remote Sites / WAN

Remote Access — IPSEC VPN / SSL VPN
Wireless

etc.....

smart solution for the smart business




Sample: Firewall GAP Analysis Report

Firewall GAP Analysis Report

This report documents the GAP findings on the XXX FortiGate, Juniper Netscreen and Juniper SRX
firewalls found during the XXX Device Hardening project in Q2 XXX},

The GAP Analysis is based on the XXX firewall Security Policy XXX-SEC-POL-002.

GAP Report Summanry:

Compliance Category Compliance Status and Risk

Account Management
Configuration Management and Backup
Logging and Monitoring

Secure Management Access

Compliant
Non-Compliant / Medium Risk
Non-Compliant / High Risk

DTS SOLUTION
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k Sample: Firewall GAP Analysis Report

GAP Findings Summery
The tables below summarize the GAP analysis findings:

If the finding was corrected the status can be changed to green.

FG300A3907502039 | FortGate Account Management AAA Server Integration Missing 17/05-2013
FG-3004 Account Management Admin timeout > 2 min 17/05-2013
[« ion MGMT N i i 29/05-2013 Manual Backup
backup in place atter each change
Secure MGMT Access Mgmt access not restricted 17/05-2013
Firewall Configuration | Many Policies contain ANY 25 16/05-2013 T be done by KX
source gestination or Service admin
Firewaill Configuration FortiGuard Services expired 15/05-2013 pending
Firewall Configuration Disable HTTPS access at portl 16/05-2013
Firewall Configuration Enable OSPF Authentication 16/05-2013
Firewall Configuration Firewall Policies are lacking 15/05-2013 Ta be done by XXX
comments admin
F 01 | FortiGate Account M. ABA Server Missing 16/05-2013
FG-6208 Account Management Admin timeout > 2 min 16/05-2013
Configuration MGMT No automatic configuration 29/05-2013
Backup in place
Secure MGMT Access Memt access not restricted 15/05-2013
Firewall Configuration Many Policies contain ANY as 15/05-2013 Ta be done by XXX
source dest of Service admin
Firewall Configuration FortiGuard Services expired 16/05-2013 Services have been
renewed
Firewall Ci Failover O 16/05-2013
Firewall Configuration Firewall Palicies are lacking 16/05-2013 Ta be done by XXX
admin
MCH-SRX-FWOL Juniper Account Management AAA Server Integration Missing 17/05-2013
SRX3E00 Account Management Admin timeout > 2 min 17/05-2013
Configuration MGMT No automatic configuration 29/05-2013
backup in place
Logging and No Syslog Host configured. 15/05-2013
Logging and Monitoring Event logging and traffic logging 16/05-2013
missing
Logging and Monitoring | SNMP configuration missing 16/05-2013
Firewall Configuration IF Spoafing not enabled on 15/05-2013
security 2ones
Firewall Configuration ‘Warning banner not configured.
Firewall Configuration No Implict deny policies 16/05-2013
configured between security
zones
Firewall Configuration Security policies are configured 15/05-2013
with "ANY™ sre, dst and
application
Firewall C No 16/05-2013
interfaces and policies
Firewall Configuration Check if logging is enabled on all | 16/05-2013
Dpolicies where it should be
Firewall Configuration Configure Netflow to send flow 16/05-2013
to QRadar
XN-BC-FW2 Juniper Account Management AAA Server Integration Missing 15/05-2013
SRNZAD Account Management Admin timeout > 2 min 15/05-2013
Configuration MGMT No sutomatic configuration 29/05-2013
backup in place
Logging and Monitoring Event logging and traffic logging 16/05-2013
missing
Secure MGMT Access SSH and HTTPS are not 16/05-2013
configured to access the device.
Firewall Ci IF Spoafing not enabled on 16/05-2013
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ccount Management GAP Report

| Compliance Status |

Finding Overview
All XXX firewalls must be configured in compliance to XXX Firewall Security Policy XXX-SEC-POL-002.
Some firewalls are not integrated with an radius server for AAA.
Admin timeouts are greater than 2 min.

Contral | Policy Control and Description Policy Implementation

Humber

1.2 Centralized User authentication Juniper SRX firewalls —
All non-raot accounts should be centrally managed and delegated using Implementation as per Appendix B- 1.3
an Authentication Server like Radius or Tacacs.
Use of Radius and Tacacs Server. User system accounts should only be Jlu"":':r S’:me"mf'mwi'" e 13
created on the centralized authentication server and not locally on the Mplementation s per Appandlec- L
device. Fortinet FortiGate firewalls —

Implementation as per Appendix A- 1.3

HNon-Compliant Juniper firewalls Non-Compliant FortiGate firewalls
J00K-5RN-Fwill FGI00AIS0TS02039
Xk-BC-FW2 FEE0083505600001
S5GI50M-216
55G350M-215

Tonwol | Policy Control and Description Policy Implementation

hlumber

1g Idle Session Time Out Juniper SRX firewalls =
Failure to logoff idle user sessions after a set of time period negatively Implementation as per Appendix 6 1.4
impacts bandwidth availability and may patentially lzave a backdoor .
apen to the network. Jlunmcr S.crcc_ﬂOSﬁr\cwt:‘lls— dixc—1.4
The device is configured to disconnect idle network user sessions after a mplementation as per Appendic c -1
set timeout period. Fortinet FornGate firewalls —

Implementation as per Appendix A— 1.4

HMon-Compliant Juniper firewalls Mon-Compliant FortiGate firewalls
J004-5RE-FWIOL FG300A3907502039
W0O-BC-FW2 FGED0B3IB09600001
556350M-216
55G350M-215




Sample: Firewall GAP Analysis Report

Appendix B - Ju

User Account
Management
Hostname 3 ame { name Leea s aer  anaen auras)

Configuration set nat enable
1.2 | Local User Account 2 A in p me} « {u0ser class} 4

L
pu ]
2

4.5 | Implicit Deny Rule exist and
is Logged

1.3 | Radius Server
Configuration

port

source-address

4.6 | Add comment to FW Policy Below is an example firewall policy with a comment:
rectry {1 ..10}
; config firewall policy
before password dit 2 =
1 mschap-v2 edll &

"Links to C
Admin Timeout : "Uplink-XXXX
Logging and set srcaddr "all"
Monitoring sat dstaddr "all"
Syslog Configuration et act |;-"j al;_“ep—
comments "Change Regquest 34232"
set schedule "always"

set service "ANY"
t logtraffic enable
et nat enable

4.7 | NTP Server Configuration

ntpv3 enable
server "XX.YY.z201.z2"

ntpvi enable
server "M¥.YY.201.3"

end
set ntpsync enable
set syncinterval €0
end
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ADVANCED THREAT CASES - ENVIRONMENT

-

* To define threat cases per environment ... not by system.... (silo)
 CONTEXTUAL
e SERVICE ORIENTATED
e USER CENTRIC

_ Threat Case Development

Microsoft Windows Servers - Threat Case Development Documentation
Microsoft Active Directory - Threat Case Development Documentation

Microsoft Application - Threat Case Development Documentation
* IS

* MSSQL

* Exchange

IBMAIX UNIX/LINUX/SOLARIS/AIX — Threat Case Development Documentation
LINUX
SOLARIS
Advanced Threat Cases for Privileged User and Special Account Activity and Monitoring
N/A Baseline Security Settings on UNIX/LINUX/SOLARIS/AIX server

BUSINT Business Internet
EXTRNT Extranet

S2SVPN Site to Site VPN
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ADVANCED THREAT CASES - ENVIRONMENT

* To define threat cases per environment ...
.... Eventually .... Should .... Include .... All .... Environment .....

_ Threat Case Development

INTOFF International Offices — Global MPLS

SSLVPN Juniper SSL VPN

NATIONAL IPVPN —National MPLS IPVPN

WIRLESS Wireless Infrastructure

VOIPUC Voice over IP

VSAT VSAT — Satellite

PKI and X.509 Digital Certificates (systems threat case)
AAA (systems threat case)

HIPS (system threat case and ePO integration)
EXECACC Executive Account Monitoring

SAP Router and SAP Privilege Activity Monitoring
(0] [JEVN\[¢3 Compliance and Best Practices Configuration
NAC Network Admission Control —
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ADVANCED THREAT CASES - ENVIRONMENT

* To define threat cases per environment ...
.... Eventually .... Should .... Include .... All .... Environment .....

[ID___ |ThreatCase Development |
IPS-AV IPS and AV Management Console

EMAIL Email Security — Business Internet Gateway

m Database Activity Monitoring (DAM)
Secure File Transfer

e |IMPORTANT — understand the environment and understand the threats related to
those environment.....
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velop Threat Cases — RHEL

| 2013

[REDHAT ENTERPRISE LINUX SERVER AUDIT

CONFIGURATION AND BASELINE]

The foll owing document p iins i Ihow to configure RHEL 2 wdit baseline in order Tor

Juniper STRMSIEM to receive required events.

ON

rt business

RHEL fasdit Configuration and Baseline

1 Preamble

ATTENTION

Sasdit configuration changes were tested on Rhel5.9 (5.9.0.2). For other versions, configurations may
differ. Please consult the vendor's documentation for the plstform on the corresponding aedit

coniigura tion steps.

Prerequisites

[ title

Unix and Power Brokes — STRM ion

Lhnix Systens — Threat Cages

uu.—-.m

root socess for swdit settings modi fications.

3 Auditdescription

RHEL auwdit has the following mechani sm of wiriting awdit trail: binory mode and diisp ateher mode. Log
file mode writes log entries 1o a log file stored on the disk space, whereas dispatcher mode forwards the
events o adispatcher, which can be a binary of asoript that con process aedit events further. Both
modes can be wsed simultanecwsly. For the QRadan/STRM purpo ses, only binery mo de will be used for
Torwrarding RHEL audit events vis Sydog protoal

NOTE
Binary mode o nf guration concems are not in the scope of this document. Please consult vendor's

documenta tion on the product for the appropr ste audit configur stion steps, especial by in the case if
seowfity certification compliance [ie Common Criteria Controlled Acocess Protection Profile, CAPP) is

required,

Minimum awdit is configwred by default, which means that both binary and dispatcher audit modes are
wsed. The Tollowing steps can be performed to check the aedit status:

1. WView available awdit record types by executing the following com mand:

ausearch -m

2. sasdit deemon fatus can be verilied with the Tollowing oomm and




Develop Threat Cases — RHEL

RHEL Masdit Configuration and Baseline RHEL Ausehit Configuration and Baseline

-# Jfetc/anscrontsbh —p wa -k RHEL CROW_WRITE APPEﬂdiXA-SuPPDI‘IEd EvemTypes

The fadlowing table contains audil events required for ORadar /S TRM to cover thieat cases a3 specified in
NOTE Prerequisites Chapter of this document.
Entries mut be specified to the exact word, a3 ORadar/STRM parser expects & labals for comect
identification of audit activities. ATTENTION

5 Syslog configuration

Sensitive operations |iLe wsers/groups/awdit modifications ete.) permissions for the cor responding

audit svents below miust e s o rool a3 the audit eumlsamregiﬂamformpﬁvileged U

RHEL uses rsyslog as & default syslog deemon. The following syslog configuration changes are reguired only.
for the binary awdit mode in order for QRadar/STRM to receive audit events:
1. Modily fete/raysiog.conf 1o specily where 1o forwand audit messages: L Event 1D Meaning
FE333 AR AR AR AR AR ANR 1 | SYSCALL An at job has been added
8 ETEM rules 2 | SYSCALL An at job has been removed
3 | CONFIG_CHANGE Autit configuration change was detected
g Module, comment out 1f loaded previously 4 USER_END Acron job has finished
fuodload imfile 5| SYsCaLL A crom job has been added
2 mork directery & | SYSCALL A oron job has been removed
,e-l\'.')L’IC Diract ary fwvarflib fresysl o & whara to :Jlﬂ o SpoD 1l files Ll EAELT An admin uer bs MM Mmm{mm J@W@’ﬁup@‘bﬂp
2 | SYSCALL Agroup has been changed
3 Input asdit £ile 9 | ADD_GROUP Agroup has been created
FileMame fvarflog/favdit faudit.log 10 | DEL_GROUP Agroup has been removed
ateFile andit_stat 11 | S¥SCALL Auser is being removed from fete/fgroup group
andit: 12 | S¥SCALL A password has been changed for the cufrent user
cility locall 13 | SYSCALL Wite 10 et gl security/ensir an
itFilefaverity debug 14 | syscav Write to fete/security/group
stFllePollInterval 10 kldg:raup
Jeresecurity)gr oup.oonf
15 | S¥SCALL Write 1o fetgfsecuritylimits
Jete/security/limits.conf
16 | SYscaLL Write to feto/security/login.clg
where <STEM> is the 1P address or the hostname of the comesponding Qftadar/STRM Event Processor. Jetrfsecurityfamess cont
17 | SYSCALL Write 1o fetgfsecurity/paswd
fete/passwd
NOTE 15 | syscarl Write to feto/security/user
Sfercf st ers
Rsyslog must be at least version 5.8 or higher. If not installed, consult vemndor's docwmenta tion for 15 | SYSCALL Change wer s allribules
the installation details. Entries should be appended at the end of the reydeg configuration file. 20 | ADD_USER Createa user
o ) ) o ) ) ) 21 | SrSCALL Lock 8 wser
Administration guide for reyslog contains detailed inform ation on parameters and options, which > [ sen amh ser logon 10 the ysem
may need adjustments, depending on the production baseine o nfiguration. 23 | DEL_USER Dedete & wser
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! RHE Laudting of specific objects is only passible with parsing of aertain parameters of specfic audit event.

Therefore, all custom audit events are marked |EVENT] and depend an it parame s contents.




Develop Threat Cases — Windows Servers

Microsoft Server and Active Directory Threat Cases

the

Receiving connection STM ansale vith the | 200 i -
o c logsing s enable. on windows seners/AD
Active Diectony | requesstromante | Sollowing Custom Rue: 2
e umoon o S s e e through Group Paliies.
Server blocked using = T ool e ftechnet misossftcomyen-
—— configuration task, no ST
personal fireusll B = v/ Bbrary/ce 753761 %28 v=ws 105629 g

‘action required.

When Log Seurce Groupis Actie Directory
Servers and when EVENTID is 4624 and
LOGON TYPE= 10 {Remote Desktop,
Terminal Services) and when Source IF
- . o address [Source Netwerk Address) is 85.
aetve Dirsetary | ROPCannzation | e, | TR Bimplemenizdan the

OSWIN 002 FWindows | amempt from the STAM cansale with the

Viclation attempt 5
Server SSL-VPN 1P Pos] falloving Custom Ruke: BB of Source IP shouh be s folkows;

R
et O
P

T e e e (Fod 2 STRM Rules for MS w5 Server. and Active Dir
S e 1 STRM Rules for MS Windows Serzer. and Active Directory
=

When Log Seurce Graupis Active Diret
i Windows Server and Event ID 4624

" and
cSennesHonie 2 Suscessfully Lagged In anaLagon Type when any of Eyentil. {custom) match "46245
e Windows/AD server - . ¥ i
Actee Directary ) Thiz it implemented an the | which is Remsts Desitop —
oswN 003 1 Windows: = then user Corparane Raliey | Unautharized use of | sy oo oope vith the f .
‘perfarms another Viotatian resaurce P | when any of AD Lagan Type |custam| match 105
s RDP connection. g Custam Rule: and
P Event ID 4548 - Indicates that 2 user w orkis SSLVPN-pach, MDF AT
e already bogged an successhully creared [———————— = = = = e === 5 3 = — —— n T
ey L DS WIN 003 Dffense: RDP Server Jumping s Multiple Users Rule: U n with Explicit Credentials match at least 1 times with the same A0 kagan.JQ {custam) in 1 hour{s) after OSWIN.003 Rule:
eredentiaks User Logon match with the same AD_Logon 10 {custom)
O5.WIN 003 Rule:RDP User logon when the evenys) were detected by ane or more of Damain Contrallers

and
when any of ExeatlD. {custom) match “46245

and
wihen any of AD Logan Type {custom] match *105
OSWIN 003 Rule: User Lagon with Explicit Crede tiats when the events]were detected by one or more ofDomain Contrallers
and
when any of EeatlD. {custom) match 46485
OSWIN 004 Cffense: Multiple Logon Failures for Single User when the eventis)were detected by one or more ofDomain Contrallers
and
when any of EeatlD. {custom) match “46255
and
when at least 20 eventsare seen with the same Username, Source IP in 5 minutes
and
when any of Usemame match ["(151+5

O5.WIN 005 Cffense: Multiple Logon Failures for Mutiple Users when the evenys) were detected by one or more of Domain Contrallers

and
[ when any of EveatiD |custom| match 48255

Important Note:
"OS.WIN.010.0Offense: Multiple Logon for Single User from Different Locations" offense is
disabled pending application/system accounts names clarifications to be excluded from the rule's
logic.
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ENTICATION ... FOLLOW THE PROCESS

ACHE LINE ) o/t taiics soscuted o
RONOT

1 3
Wy A, loges o AL gasrves
ower S50
ﬂ o
\ —_—

USER A

ﬂ
USER B

S5H Access Authentication = NON ROOT




T "M

¢ | (8- Google Ve +n Q| =

Dashboard | Offenses

Log Activity | Network Activity | Assets | Reports | Admin Security Threat

Response

= - ——— - S - Y.

l Show O |_scadaics o =) 7 /NewDashboard [ Rename Dashboard () Delete Dashboard  Acd ltem... ¥ Refresh Pausec: 000055 P QI
3 - SCADA TSA Top Source IP (real-time) (DC)E3 | || 5- SCADA Firewall Deny by DST IP (real-time) ()C)ED || | 4 -SCADA Top Log Source (time series) 008
10 >0 May 14 16:47 - May 14 17:48

100
20 ‘a
13
10 2 so
v
lo + s
0
0 II. W - ° | S S S S— ——a 17:00 17:30
W Legend ‘¥ Legend W Legend
16925422 [ 192.168.79.45 [ 192.168.90.1 192.168.79.38 [ 192.168.79.30 [22400251 [19216879.9 WM™H74.125232150  169.254.22 TOFINO-TSA
BN 192168791 1921687938 1921687951 I 192.168.79.1 : :
M 192168.79.204 [ 192.168.79.43  192.168.79.52 - r L VewinlogActvty |
N 192.168.79.224 View in Log Activity
. : 6 - SCADA Event Names (real-time) 008
Viewin 8- SCADA MODBUS PLC (Function code) (3] X
Event Name I Count I
10 - SCADA Digital Well Head Asguard to 008 Reset Zoom May 13 16:20 - May 14 07:20 l
Remote PLC (real-time) © 75 Tofino Firewall Non-IP 25
% E; Tofino Firewall Allow 25
\ 18% £ Tuesday, May 13 18:48 Tofino Firewall Deny 25
9% E 5 MODBUS Bind Exception: 0 A =
s B MODBUS Creating Input Re..ters: 0 . VewinlogActvity |
@ 3
\ 3 W MODBUS Creating Digital ...puts: 0
9% — » 4,~-— 9% g 2s | B MODBUS Modbus Request Re...ived: 1 7- SCADA Now Asset Discovered (real-ime)  (1))E3
/ § B MODBUS New Connection: s Source IP Event Name (Unique Count) ]
== § o
9% 9% 2 18:00 20:00 22:00 00:00 02:00 14. May 06:00
3 g No results were returned for this item.
%
9% ‘W Legend
Q% MODBUS Bind Exceotion lll MODBUS Creatina Inout Reaisters Il MODBUS Creatina Dioital Inouts as__o o e
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ple SCADA/ICS Dashboard

8 - SCADA MODBUS PLC (Function code) ] %
Reget Zoom May 13 16:20 - May 14 07:20
7.5

Tuesday, May 13 18:48

MODBUS Bind Exception:
B MODBUS Creating Input Re...ters:
@ MODBUS Creating Digital ...puts:
| Il MODBUS Modbus Request Re...ived:
M MODBUS New Connection:

2.5

[ S~ I -~ N -}

18:00 20:00 22:00 00:00 02:00 14. May 06:00

nction code (custom) (Unique

h
s
2

MODBUS Bind Exceotion [l MODBUS Creatina Inout Reaisters [l MODBUS Creatinc Dioital Inouts
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‘e SCADA/ICS Dashboard “

§- SCADA Firewall Deny by DST IP (real-time)

QO

20

10

0

W Legend
192.168.79.38 [ 192.168.79.30 22400251 [ 192.168.79.9 ['"™=H74.125232.150
I 192.168.79.1

View in L

SUSPICIOUS

—t — _ _ _1
A A A A 24 A i

169.254.2.2

siness

r



ffense Management Naming Convention

Offense Management

Proposed Offense Naming Convention

<AAA>-<BBB>-<CCC>-<DDD>-<EEE>-<FFF>

AAA Environment / Infrastructure Zone
®  Thisis the environmant / infrz

BER Infrastructure Device Type

*  This is the device type(s) where the offense has been triggered
*  Typical device type indude;
o Network—Switch / Router
Security - FW, IPS, WAF, AnthX, Vulnera bility Management, A083, |AM
wizh Services - 115, Apache
DCatabase — Oracle sOL
application and Present ation - Middleware
Legacy— Mainframes / PLT / HMWI and RTUS
Tedecommuni catlons:

Offense Category
.

“
=l
[al

=nad to the offenss customizad based on
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Management Workflow

—————— e ] Log False Positive for Offense fine tuning e — — — — — —»  Offense and threat case

| Coordinate with Service Owners, +Assass imiuct e resevarce basat on:
Make Forensics Search ety sty s s
Check Compliance Templates

T —"
e




& Cardozax Talk Preferences \Walchlist Coniributions Logoul

Security Operations  Page Discus sion Read Edit Viewhistory ~ Search  [Ga [ Search |

S0C Main Pa

== Security Operations Center

Shift Daily Checidist
S0C Shift Handover
Contacts

S0C Tools
Termplates

Disaster Recover Site
Current evenis

This page has been accessed 143 tmes.

SOC-Wiki
https://SOC-wiki.intranet.com




C-Wiki - Goals

* Centralized Knowledge Repository for SOC

* Collaborate and Share Information with other Team Members
e Easy of use and Searchable

* Integrations with other Toolsets




iki — SIEM Integration

 Current Issues with SIEM Processes, Documentations, Offence
Handling, Knowledge Sharing

* SIEM Integrations into SOC-Wiki
e SIEM Threat Cases

d Cardozan Talk F ces ¥ Conir Log ouft
Page DCisnussion Read Edi Viewhissry = Sewch [Ge] [[Seamch
Doy = STRM Threat Cases
RSA Authentication Manager - UNIX Security Monitoring [ait]
BOC Wain Page
Ao SOC Thewat Casirs [tz
SO Procsdas
Sl Coadly Chopcidint
SOC Shilt Handover Citrix (MetScaler & Access Gateway) [ekt]
Contacty
BOC Tosls Thewat Casas [tz
Templales
Disxsler Reoorar Sia
Currad events Databases [ecit]
- 5TRU
About STRM Lol [sa]
ST Costacts
Haming Comvtnbon -
. Execulive Accounts [edet]

N

business




Wiki — SIEM Threat Cases

SIEM Threat Cases

RSA Authentication Manager - UNIX Security Monitoring [edit]
Threat Cases fhidd]
Threat Case Name Severity Status

AAA RSA 001 - Excessive Reject Message Medium Production

Al RSA 002 - Unauthonzed user frying fo authenticate with token 1sert Sevenfy Testing

AAA RSA 003 - Unauthorzed user trying to authenticate with expired or disabled token Medium Production

AAA RSA 004 - Passcode Reuse Atlack Replay nsert Sevenly Testing

AAA RSA 005 - Abnormal Behaviour of PIN change Low Production

AAA RSA 006 - Unusual number of Account Lockout Medium Production

AAARSA 00T - RSA Admin Account Created High Production

e Listed above is how Threat Cases are displayed in SOC-Wiki
 Threat Case Name, Severity, Status

* |nformation - Centralized, Detailed and Searchable

* Information updated by SIEM and SOC Teams

ON

art business




SOC Wiki — SIEM Threat Cases

. RSA Authentication Manager - UNIX Security Monitoring
Example:

Threat Cases [hide]
SIEM Threat Cases Threat Case Name Severity Status
o ) o AAA.RSA.001 - Excessive Reject Message Medium Production
R3A Authentication Manager - UNIX Security Monitoring
AAA RSA.002 - Unauthonzed user frying fo authenficate with foken
Threat C ) ] . ] : i ) :
e e AAA RSA 003 - Unauthorized user trying to authenticate with expired or disabled token Medium Production
o AAA RSA 004 - Passcode Reuse Aftack Repla
Citrix (MetScaler & Access Gateway) piay
AAARSA 005 - Abnormal Behaviour of PIN change Low Production
Threat Cases {5k . .
AAARSA 006 - Unusual number of Account Lockout Medium Production
Databases AAA RSA D07 - RSA Admin Account Created High Production
et " AAA RSA.001 - UNIX
Executive Accounts AAA_RSA.001 - Excessive Reject Message
Thieat Canes Jubson]
Threat Case ID: AAL RSA 001
Threat Case . .
Expect (Boundary) Description: Excessive Reject Message
Device Type: RSA Authentication Manager
Threat Cases [skuzn] . ] .
Threat Violation: Policy Violation
Threat Criticality: Medium
File Share (Accellion) Threat Category: Access Brute Force Attempt
Thrent Cases [rrees) Threat Log Source: RSA Authentication Manager
Action Required: Motify AMD Support
. Responsible Group: AMD
Firewalls STRM Implementation When Event Name — AUTHM_LOGIN_EVENT:AUTHN_METHOD_FAILED with same username is
™ = Comments: observed with same source IP (*MIX system — PowerBroker) 20 times within 1 minute
reat Cases (5]
A brute attempt to a single device (user or admin authentication) using same username. Best
General Comments . R .
practises are 10 incorrect login attempts should lock a user account.
HIPS and PO Correlation TBA
Thrasi Cases e Payload: TBA
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Security Assurance Level

e Security Assurance Levels (SALs) in Critical Infrastructure
* Functional Requirements
* Security Levels

* Based on 7 x Functional Requirements

* a) Access control (AC)

* b) Use control (UC)

e ¢) Data integrity (Dl)

« d) Data confidentiality (DC)

e e) Restrict data flow (RDF)

* f) Timely response to an event (TRE)
* g) Resource availability (RA)
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Security Assurance Level

e Security Assurance Levels (SALs) in Critical Infrastructure
* Functional Requirements
* Security Levels
 Based on 4 x Security Levels

IEC 62443 / ISA-99

SL 1 Protection against casual or System Risk assessment

~_Z

coincidental violation

System architecture
SL2 Protection against intentional violation zones, conduits

: ; 3-2 Security assurance Target SLs
using simple means levels for zones and f: 9 Cﬁ
. . . , . . duits
Protection against intentional violation con
SL3 , 9 . —w Achieved SLs E‘Ij
using sophisticated means

Solution

Protection against intentional violation
SL4 g 3-3 System security ==

using sophisticated means with requirements and security
extended resources assurance levels

Capabilty SLs

Control System features
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Security Assurance Level

Product supplier Product [ Phase ]
development

Control System Deliverable

] of a
Capabilty SLs phase

Control System features

Required protection level 1
of the plant

Project
phases
3 3 \;
System Risk assessment
Integrator Solution Solution J L
V 0
System architecture
Project Project zones, conduits
. application application
[ dScI)IutIDn t ] Configuration Configuration r%
eploymen User Mgmnt User Mgmnt yi
Security Security el =
settings settings .
Solution

OLUTION
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curity Assurance Level

Achieved SL vs. Target SL

Access control (AC)
4

Resource availability
(RA) ( Use control (UC)
2

T\

Timely response to an
event (TRE) .

Restrict data flo Data confidentiality
(RDF) (DC)

Data integrity (DI)

—— Achieved Security Level

—Target Security Level
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